I eason
our festive s :
Inline safety checklist

Online Safety checklist
/Online Shopping
v/Scams
4 Phones, table
v'Updates
vMobile apps
Smart devices
Gaming

ts & Computers

& Wearableg

4 Pre-owneq mobile deyjces
Over-shar-ing
Out & abouyt

Prorecfing Your childrep
v Video calls

ONLINE

nline.org
www.getsafeo



Safe shopping,
setting up and
much, much more

Christmas and New Year can be
an exciting time for everyone,
whether we're thinking about
giving and receiving presents,
welcoming family and friends or
just having a break.

It can also be a time for anxiety,
with lots to remember, worries
about our spending, wondering
if that present will be available
and, of course, the COVID-19
pandemic still being very much
with us. We always need to

be careful what we're buying
online and from where, but
Christmas is a busy season for
scammers too, always

looking for ways to

defraud us, which is

easier when we have a

lot on our minds.

However, shopping isn't

the only aspect of Christmas

we need to be careful about.
Setting up phones and all those
other online devices, using social
media and making video calls all
need care to keep them safe.

But don’t despair ... you can get
through the festive season safely
and securely with a little help
from our experts.

#safechristmas

Keeping safe online this Christmas is easy
when you've ticked off our top tips

¢ Online shopping

Learn how to spot the difference between
genuine and fake websites, secure and
insecure payment pages and authentic and
counterfeit goods.

v/ Scams

Beware of fake links in emails, texts and
posts, and email attachments. This also
goes for callers impersonating your bank, a
retailer, delivery firm or software support
company. Or texts claiming to be from a

parcel firm telling you there’s a ‘delivery fee'.

If in any doubt, always call the organisation
on the number you know to be correct.

v/ Phones, tablets & computers

Protect all new or second-hand internet-
connected phones, tablets and computers
with a reputable security app/software.
Add a new PIN or passcode as soon as you
power up. Ensure all devices are backed
up automatically so you don’t lose your
precious documents and photos.

v/ Updates

Download updates to software, apps and

operating systems on all your devices as soon

as you're notified that they're available.
Better still, set them to update
automatically. Otherwise,
they could be infected by
malware, resulting

in fraud or identity theft.

v/ Mobile apps

Download apps only from official sources
such as App Store, Google Play or Microsoft
Store. Getting them elsewhere could result
in fraud or identity theft.

v/ Smart devices & wearables

Always set up new passwords on internet-
connected devices like voice assistants,
appliances, cameras, kids' toys and fitness
watches as soon as they’re switched on.
Using the factory-set default passwords
could result in them being hacked. Always
use different passwords for different devices,
websites or accounts for the same reason.
And remember that voice assistants are
designed to hear everything!

v Gaming

When you’re gaming, avoid oversharing,
griefing, in-game overspending and pirated
games. Keep track of how much time you're
spending online. Keep an eye on your kids’
gaming, check on PEGI age limits for the
games they're playing and talk to them about
who they're or playing and chatting with.

v Pre-owned mobile devices

Do a factory reset to erase your data if you're
selling or gifting a computer, mobile device
or console. You can find out how

from the manufacturer’s website. ‘
If you've bought or been given 4
a used device, remove the %

previous owner’s settings y :

and data if this hasn't
already been done.

v/ Oversharing
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Is what you share on social media really
necessary? Is it respectful? Could it be
helping a fraudster, or telling a burglar
you're away? Could it be giving your
children an unwanted digital footprint?
Think before you post, and also take some
time over Christmas to review your device
and app privacy settings.

v/ Out & about

Wi-Fi hotspots in cafés, pubs, hotels, on
public transport and other public places may
not be secure. Or they could be fake, set up
by a fraudster. So don’t use them if you're
doing anything confidential online. Protect
your devices from theft, loss and prying eyes.

v Protecting your children

Talk to your children about safe and
responsible internet use, including what they
share, who they’re talking to and the type

of content they access, including apps and
games. Consider downloading a respected
parental control app and using ISP content
filters. Make sure your children aren’t
running up bills in games and other apps.

v Video calls

Many of us will be catching up with family
and friends via video call. Make sure it's
safe and secure by using a service that
needs a strong password, and don‘t share
the call invitation or details outside the
person or group on the call.

For more information on how to stay

safe online this festive season, visit
www.getsafeonline.org



Get Safe Online
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Get Safe Online is the UK’s leading source of m
information and advice on online safety and .
security, for the public and small businesses.
It is a not-for-profit, public/private sector
partnership backed by law enforcement
agencies and leading organisations in
internet security, banking and retail.

For more information and expert,
easy-to-follow, impartial advice on ; 5
safeguarding yourself, your family, v 3&
finances, devices and workplace, S ——
visit www.getsafeonline.org

If you think you've been a victim of online fraud,
report it to Action Fraud, the UK’s national fraud
and cybercrime reporting centre on 0300 123 20 40
or at www.actionfraud.police.uk

In Scotland, report fraud to Police Scotland by
calling 101.

GET

ONLINE

-org

®

www.getsafeonline.org

TESCO kaspersky QGumtree Standard Life  firstdirect {X} HSBC
Royal Bank o me X - OroyaL
3% ootnd & NatWest  Liovos sanc AX gy, gedtveriel MIClearScore  AIRFORCE
244, CITYLONDON o NATIONAL L = |
£4 POLICE TRADING ZEURTPOL =
AT ENBCMC STANDARDS glqu % EC3 /& %
ecrmeteam S ighbourhood Lywodraeth Cymru

N{-\bgtionF[gud

Fraud .Cjbor G Foporting Conl
"% actionfraud police.uk "due

ig!
ALE RT. Welsh Government

B orcom WY @





